
 
 
 

 
 

 

INDEPENDENT ASSURANCE REPORT 

To the management of the Government Authority for Electronic Certification of the People’s Democratic Republic of Algeria 
(“Autorité Gouvernementale de Certification Electronique” or “AGCE”): 

Scope 

We have been engaged, in a reasonable assurance engagement, to report on AGCE management’s statement that for its 
Certification Authority (CA) operations in  Algiers, Algeria and Annaba, Algeria throughout the period 1 April 2021 to 31 
March 2022 (the “Period”) for its: 

1. Government CA 
2. Infrastructure CA 
3. Corporate CA 

AGCE has: 

• disclosed its business, key lifecycle management, certificate lifecycle management, and CA environmental control 
practices in its: 

o Government Certification Authority CP/CPS, v1.1, 25 October 2020; 
o Government Certification Authority CP/CPS, v1.2, 01 October 2021; 
o AGCE Infrastructure Certification Authority CPS, v1.4, 25 October 2020; and 
o AGCE Infrastructure Certification Authority CP/CPS, v1.5, 01 October 2021; 
o AGCE Corporate Certification Authority CPS, v1.3, 25 October 2020 
o AGCE Corporate Certification Authority CPS, v1.4, 01 October 2021; 

 
• maintained effective controls to provide reasonable assurance that: 

o AGCE’s Certification Practice Statements are consistent with its Certificate Policy; and 
o AGCE provides its services in accordance with its Certificate Policy and Certification Practice Statements 

 
• maintained effective controls to provide reasonable assurance that: 

o the integrity of keys and certificates it manages is established and protected throughout their lifecycles; 
o the integrity of subscriber keys and certificates it manages is established and protected throughout 

their lifecycles; 
o subscriber information is properly authenticated (for the registration activities performed by AGCE); 

and 
o subordinate CA certificate requests are accurate, authenticated, and approved 

 
• maintained effective controls to provide reasonable assurance that: 

o logical and physical access to CA systems and data is restricted to authorised individuals; 
o the continuity of key and certificate management operations is maintained; and 
o CA systems development, maintenance, and operations are properly authorised and performed to 

maintain CA systems integrity 

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2. 

AGCE does not escrow its CA keys, does not provide subscriber key generation, storage and recovery services, does not 
provide integrated circuit card management services, and does not provide third-party subordinate CA or cross certificate 
issuance or management. Accordingly, our procedures did not extend to controls that would address those criteria. 

Certification authority’s responsibilities  

AGCE’s management is responsible for its statement, including the fairness of its presentation, and the provision of its 
described services in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2. 
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https://ca.pki.agce.dz/repository/cps/Government%20CA%20CPS%20v1.1.pdf
https://ca.pki.agce.dz/repository/cps/Government%20CA%20CPS%20v1.2.pdf
https://ca.pki.agce.dz/repository/cps/Infrastructure%20CA%20CPS%20v1.4.pdf
https://ca.pki.agce.dz/repository/cps/Infrastructure%20CA%20CPS%20v1.5.pdf
https://ca.pki.agce.dz/repository/cps/Corporate%20CA%20CPS%20v1.3.pdf
https://ca.pki.agce.dz/repository/cps/Corporate%20CA%20CPS%20v1.4.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final.pdf?la=en&hash=59D1B65B1592C13EF0C65E4CE23AEB25661EF33E
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Our independence and quality control 

We have complied with the relevant rules of professional conduct / code of ethics applicable to the practice of public 
accounting and related to assurance engagements, issued by various professional accounting bodies, which are founded on 
fundamental principles of integrity, objectivity, professional competence and due care, confidentiality and professional 
behaviour.  
 
The firm applies Canadian Standard on Quality Control 1, Quality Control for Firms that Perform Audits and Reviews of 
Financial Statements, and Other Assurance Engagements, and accordingly, maintains a comprehensive system of quality 
control including documented policies and procedures regarding compliance with ethical requirements, professional 
standards and applicable legal and regulatory requirements. 
 
Practitioner’s responsibilities 

Our responsibility is to express an opinion on management’s statement based on our procedures. We conducted our 
procedures in accordance with Canadian Standard on Assurance Engagements 3000, Attestation Engagements Other than 
Audits or Reviews of Historical Financial Information, set out in the CPA Canada Handbook – Assurance. This standard 
requires that we plan and perform our procedures to obtain reasonable assurance about whether, in all material respects, 
management’s statement is fairly stated, and, accordingly, included: 

(1) obtaining an understanding of AGCE’s key and certificate lifecycle management business practices and its 
controls over key and certificate integrity, over the authenticity and confidentiality of subscriber and relying 
party information, over the continuity of key and certificate lifecycle management operations and over 
development, maintenance and operation of systems integrity;  

(2) selectively testing transactions executed in accordance with disclosed key and certificate lifecycle management 
business practices;  

(3) testing and evaluating the operating effectiveness of the controls; and  
(4) performing such other procedures as we considered necessary in the circumstances.  

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.  

Relative effectiveness of controls 

The relative effectiveness and significance of specific controls at AGCE and their effect on assessments of control risk for 
subscribers and relying parties are dependent on their interaction with the controls, and other factors present at individual 
subscriber and relying party locations. We have performed no procedures to evaluate the effectiveness of controls at 
individual subscriber and relying party locations. 

Inherent limitations 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human 
error and the circumvention of controls. For example, because of their nature, controls may not prevent, or detect 
unauthorised access to systems and information, or failure to comply with internal and external policies or requirements.  
Also, the projection to the future of any conclusions based on our findings is subject to the risk that controls may become 
ineffective. 



. 

Practitioner’s opinion 

In our opinion, throughout the period 1 April 2021 to 31 March 2022, AGCE management’s statement, as referred to 
above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for Certification 
Authorities v2.2.2. 

This report does not include any representation as to the quality of AGCE’s services beyond those covered by the WebTrust 
Principles and Criteria for Certification Authorities v2.2.2, nor the suitability of any of AGCE’s services for any customer's 
intended purpose. 

Use of the WebTrust seal 

AGCE’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic representation of the contents of this 
report and it is not intended, nor should it be construed, to update this report or provide any additional assurance. 

Deloitte LLP 
Chartered Professional Accountants 
Toronto, Ontario, Canada 
8 July 2022 

https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final.pdf?la=en&hash=59D1B65B1592C13EF0C65E4CE23AEB25661EF33E
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final.pdf?la=en&hash=59D1B65B1592C13EF0C65E4CE23AEB25661EF33E
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final.pdf?la=en&hash=59D1B65B1592C13EF0C65E4CE23AEB25661EF33E
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final.pdf?la=en&hash=59D1B65B1592C13EF0C65E4CE23AEB25661EF33E


 
 
 

 
CA IDENTIFYING INFORMATION 

CA # Cert 
# 

Subject Issuer Serial Number Key 
Type 

Hash 
Type 

Not 
Before 

Not 
After 

Extended 
Key 
Usage 

Subject Key Identifier SHA256 Fingerprint 

1 1 C = DZ, O = AUTORITE 
GOUVERNEMENTALE DE CERTIFICATION 
ELECTRONIQUE, CN = Government CA 

C=DZ, O=AUTORITE NATIONALE DE 
CERTIFICATION ELECTRONIQUE, 
CN=National Root CA 

76d69ae5965319c32cc028a00854bca3d06aadaf RSA 
4096-bit 

SHA 256 Mar 10 
13:35:02 
2020 
GMT 

Mar 10 
13:35:02 
2037 
GMT 

 2DAEEA9E153FCAE2FC169E79FADF841E14EFE5EA 4283BBC4124666640C945C608BC59F5EB6B4DE0BD70E3D34A78EC7CA2720B138 

2 1 C = DZ, O = AUTORITE 
GOUVERNEMENTALE DE CERTIFICATION 
ELECTRONIQUE, CN = Infrastructure CA 

C = DZ, O = AUTORITE 
GOUVERNEMENTALE DE CERTIFICATION 
ELECTRONIQUE, CN = Government CA 

45ee75ecd9316864f14e10abf11b5f60ef874cde RSA 
4096-bit 

SHA 256 Mar 17 
00:48:49 
2020 
GMT 

Mar 17 
00:48:49 
2028 
GMT 

 06EAC0891B1C2F3621217C8299AD61D42D367763 84799F0649C37341D24BF08B5D68A1144A134FAED0D88CEE5A8C1C2788ED8E40 

3 1 C = DZ, O = AUTORITE 
GOUVERNEMENTALE DE CERTIFICATION 
ELECTRONIQUE, CN = Corporate CA 

C = DZ, O = AUTORITE 
GOUVERNEMENTALE DE CERTIFICATION 
ELECTRONIQUE, CN = Government CA 

0462cff38515f732b685c6f90b67912d0cf02480 RSA 
4096-bit 

SHA 256 Mar 17 
00:42:40 
2020 
GMT 

Mar 17 
00:42:40 
2028 
GMT 

 0EE5E13DEB47C003DBD5BC55A9CCD5CBFC181F34 6B872DFD67DE32C65F94B2A68CB35A8A10697C52262D771BD067C60CB2A9FCF1 



*
:r.t

PEOPLE'S DEMOCRATIC REPUBLIC OF ALGERIA

VERNMf,NT ELECTRONIC CERTIF'ICATION AUTHORITY

GOVBRNMENT AI"]'I-HORI'IY FOR EIÀg|RONIC CEKI]II.]C/1JI-ION
AGCE MANAGBMBNT'S STAI'EMENT

()ovcnuncnt Autlnr"ity lor lilcctronic Ccltilication ol'thc Pcoplc's l)cttrocratic llcpublic ol'

Alp;cria ("Autor-ité (]ouvcrncnrcntalc <lc Ccrtilication lllcctx>rtir1uc" or "A(]CIi")

l. (]ovcmmcnt CA

2. Inliastruclurc CA

3. Corlxxatc CA
-l'hc 

tnanage.nrcnt ol'A()Cll is rcspousilllc li>r cstablishingand nraintaining cll'cctivc controls ovcr

its CA oJrcrations, im:hrrlir4; ils CA llusincss'przrcticcs rlisclosur-c on ils rvcbsitc which is availablc

at lrttps:ft'a.lrki.;ujcc.rlzrlrclxrsit<lr), CA llusincss practiccs rnanagctncltt, CA cnvixtnmcntal

controls, CA kcy lil'ccyclc tnan?\rlctncnl controls, subst:ribcr kcy lili:cyclc nrannllcrlrctrt cotrtrols,

ccrtilicirtc lil'ccyclc nranagcnrcnt controls, :urtl subordinatc CA ccrtilicatc lil'ccyclc trntr:ç3ctncut

contxrls. "l'hcsc contxrls contain nrouit<lrir4; nrcchiurisrns, an<l :rctions irrc takctr to corrcct

dclit:icncics i<lcntilicrl.

'l'hcrc arc inltcrcnt limitations in any c<xrlnrls, including thc possillility ol'hurnan crror, iurd tltc

circuurvcntion or ovcrriding <>l'controls. Accortling'ly, cvcn cll'cctivc controls ciur otrly providc

lcirsonalllc assuriùrcc rvith rcsllcrl to A()Cli's opcrations. Iiurthcnuorc, llccausc ol'cluurgcs in

cotr<litions, thc cll'cctivcrtcss ol'controls rrtay viuy ovcr tirnc.

A(;Cli nran?Uîcrncnt has asscssctl its disclosurcs ol'its ccrtilicatc practiccs iuxl controls ovcr its

CA scrviccs. llascd on that asscssrncnt, in A(lCl'l nranagcrncnt's opinion, in providing its
Ccrlilication Autlnrity (CA) scrviccs in Algicrs, Algcria arr<l Annaba, Algcria, tlrroughout the

pcrirrrl I April 2021 to l']l l\4arch 2022, A(.)CII has:

o tlisclosc<l its busincss, kcy lil'ccyclc nriùragcnrcnt, ccrlilicatc lilbcyclc nrarr?\Bcrucnt, an<l

CA cnvironnrcnlal conlrol practiccs in its:

o (;gs1.l]]ruulCstlrsaFu .turtrqlt rlc!l$- t L.!J5--Qç(rbr:- -20?-Q;

o Oovcnurrcnt Ccrtilication.Autlurrit\, CP,/Cl'^S. r'l.2. 0l ( )r'tolrcr' 2021:

\(;Cl'. Irrli-astnrcrrrr-r' ('r.rtilir':rriorr .\rrrlrorir\'('l)S- r'l l.- 2.5 ()r'rolx'r"?{)20:

ll i;struclurc Certilication .'\rrIhoritr J) I)S vl..i 0l ( )r'tolrt'r' 2021

\(;Cl', Cot'por:rtc (lcrlilic;rtion .\utlroritv CI'}S" r'l.i). 2,5 ( )ct()l)cr 20201 ancl

{rn*rou*n*,

o

o

o

o '\(;Cl'. C'onxrratc C'crtilication Autlroritr,Cl'S. r'1.1." 0l ()<'tolrr:r'2021



a

cll'cctivc controls t<l providc rcasrxrirlllc assuriurcc that:

's Ccrtilicati<xr Practicc.Slittctttcnts iuc consistcnt with its Ccrtilicatc Policy; iutcl

providcs il.s scniccs in accoxliurcc with its Ccrtilicatc Perlicy anrl Ccrtilication
Stirlcrncuts

rnaintairtctl cllèctivc contnrls to providc rcasonablc, iussuriurcc [hat:

o thç illlcgrit/ o['kcys iuxl ccrtilic;rtcs it rn:ul?rflcs is cstalllishcrl ancl protcctcd tlrroug{rcul

thcir lilccyclcs;

o thc intcgritl' ol'sullscrillcr kcys antl ct:rlilicatcs it rnanagcs is establishcel iur<l llrotcctcrl
tlrr<>ug'lrout thcir lil'ccyclcs;

o subscrilrcr inlornnti<>n is propcrly authcnticatcd (lbr thc rcgistration activitics

pc:flirrrncrl by AGCI,)); and

o sulxrrdirtatc CA ccrtilicatc rcqucsts iur accuratc, authcnticatccl, zurcl approvccl

e trtaitrtainctl cll'cctivc controls to provi<lc rcasonablc assuranccr that:

o krgic:rl antl physical acccss to CA systclns arxl rlat:r is rcstrictctl ttr zrutlrr>riscd

indivicluals;

o thc conlinuity ol'kcy anrl ccrti{icatc rniuurgcnrcut opcrations is rnaintaincd; and

o CA systcnts tlcvclol>ttrctrt, nraintcllaucc, iurtl <lpcrations :uc 1lro1rcrly autlxrriscd iur<l

pcrlirnncrl to nraintain CIA systcnrs. intcgrity

itt irccortlatrcc witlt thc \\:clr'l'nrst l)rirrcinlt's an<l Critcri:r lirr (lcrtilication Arrtlroritics t'2.2.2.

inclurling the {bllowing:

CA Business Practices Disclosure

o Ccrtilicatiorr Practir:c Statcmcnt (CPS)

o Ccrtilicatc Policy (CI')

CA Business Practices Management

o Ccltilicatc Polir:y Man:rgcrncn{

o CcrtilicationPracticc Statcnrcnt Miuragcurcnt
. CP ancl CPS C<>nsistcncy

CA Iinvironmental Controls

r SccurityM:uur5prncnt

r Assct Classilicatiorr antl Mzur:rgcmcnt

. . Pcrsonncl Sccurity

r Physicitl:uxl linvironnrcntalSccurity
o ()pcraLions Miuurgcnrcut ''

o Syslcnr Acccss Manirgcrncul

. Systclrr f)cvcl<>pnrcirt, MaintcnAll(:c, anrl Changc Man:ry;crncnt
e f)isitstcr Rccovcry, ll:rckups, anrl llusincss Continuity M:ur:lgcurcnt
o Monit<>ring iurrl Cornpli:urcc

r Au<lit Logging



CA Key Iifecycle Management Controls

o CA Kcy (icneration

r CA Key St<lragc. llackup, lurd Rccovcry

o CA Public Kcy Distritrution

o CA Key Usagr

o CA Kcy Archival

r CA Kcy l)estruction

. CA Key Corrtpromisc

o CA f)ryptographic Hardwarc Lilbcyclc Managtnrcltt

r CAKey'l'riutsportation
o CA Kcy Migatiort

Subscriber Key Lifecycle Management Conûols

r Rcquircrncnts for Subscribcr Kcy Matragctncut

Certificaft Lifecycle Managemènt Controls

r SubscribcrRegistr-ation

o Ccrtilicate Rcnewal

o Ccrtilicatc Rckcy

o Ccrtilicatc Issuancc

o Ccrlilicatc f)istribution '

r CcrtilicatcRcvocatiou

r CcrtilicatcSuspcnsiotr

o CcrtilicatcValirlation

AGCl,l docs n<rt cscrow ils CA kcys, <locs not providc subscribcr kcy gtncratiou, sloragc and

rccovcry scrices, docs rxrt provitlc intcgratcd circuit eard managctnctrt scrviccs, and docs not

providc thirl-party sulnrtlinate CA or cross ccrtilicatc issu:urcc or lniuragclncnl.

Mrs ZAHIA IIRAHIMI

A(;Cl.l DIRI,I(II'OR (AGCtt (]cncral Managcr)

Autorité (]ouvemcnrcntale de Ccrtilicatior"r I'lleclr oniquc

tl.luly 2022




